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0 Overview of Data Mining

0 Vision for Assured Information Sharing

0 Security Threats

0 Data Mining for Cyber security applications
- Intrusion Detection
- Data Mining for Firewall Policy Management
- Data Mining for Worm Detection

0 Other data mining applications in security

- Data Mining for National Security
- Surveillance
0 Privacy and Data Mining




Vision: Assured Information Sharing

Data/Policy for Coalition

e

Publish
Data/Policy

N

Publish
Data/Policy

Publish

Component

Data/Policy for
Agency A

Data/Policy

Component

Data/Policy for
Agency B

Component

Data/Policy for
Agency C

Friendly partners
Semi-honest partners

Untrustworthy partners




What is Data Mining?

Data Mining Knowledge Mining

Knowledge Discovery

in Databases Data Dredging

Data Pattern Processing

Database Mining

Siftware

Knowledge Extraction

The process of discovering meaningful new correlati ons, patterns, and trends by
sifting through large amounts of data, often previo usly unknown, using pattern
recognition technologies and statistical and mathem atical techniques
(Thuraisingham, Data Mining, CRC Press 1998)




What's going on in data mining?

0 What are the technologies for data mining?

- Database management, data warehousing, machine lear  ning,
statistics, pattern recognition, visualization, para llel processing

0 What can data mining do for you?

- Data mining outcomes: Classification, Clustering, A ssociation,
Anomaly detection, Prediction, Estimation, . . .

0 How do you carry out data mining?

- Data mining techniques: Decision trees, Neural netw  orks,
Market-basket analysis, Link analysis, Genetic algo  rithms, . . .

0 What is the current status?
- Many commercial products mine relational databases
0 What are some of the challenges?

- Mining unstructured data, extracting useful pattern s, web
mining, Data mining, security and privacy




Types of Threats
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Data Mining for Intrusion Detection: Problem

An intrusion can be defined as “any set of actions t hat attempt to
compromise the integrity, confidentiality, or avail ability of a resource”.

Attacks are:
- Host-based attacks
- Network-based attacks
Intrusion detection systems are split into two grou pS:
- Anomaly detection systems
- Misuse detection systems
Use audit logs
- Capture all activities in network and hosts.
- But the amount of data is huge!




Misuse Detection

0 Misuse Detection




Problem: Anomaly Detection

0 Anomaly Detection




Our Approach: Overview
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Our Approach: Hierarchical Clustering

Hierarchical clustering with SVM flow chart




Training Time, FP and FN Rates of Various Methods

Average

Accuracy
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FP
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Random
Selection

0.44 hours

40

a7

Pure SVM

17.34 hours

42

SVM+Rocchio
Bundling

26.7 hours

48

SVM + DGSOT

13.18 hours




Analysis of Firewall Policy Rules
Using Data Mining Techniques

*Firewall is the de facto core technology of today’s network security
First line of defense against external network atta  cks and threats

*Firewall controls or governs network access by allo wing or
denying the incoming or outgoing network traffic ac cording to
firewall policy rules.

Manual definition of rules often result in in anoma lies in the policy

*Detecting and resolving these anomalies manually is a tedious and
an error prone task
*Solutions:
Anomaly detection:
*Theoretical Framework for the resolution of anomaly :
A new algorithm will simultaneously detect and res olve
any anomaly that is present in the policy rules

*Traffic Mining: Mine the traffic and detect anomali es




Traffic Mining

0 To bridge the gap between what is written in the fi ~ rewall policy rules
and what is being observed in the network is to ana  lyze traffic and
log of the packets— traffic mining

= Network traffic trend may show that some rules are out-
dated or not used recently

Firewall
Policy Rule

A




Traffic Mining Results
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Worm Detection: Introduction

What are worms™

Self-replicating program; Exploits software vulnera bility on a victim;
Remotely infects other victims

Evil worms
Severe effect; Code Red epidemic cost $2.6 Billion
Goals of worm detection
Real-time detection
Issues
Substantial Volume of Identical Traffic, Random Pro  bing
Methods for worm detection

Count number of sources/destinations; Count number of failed connection
attempts

Worm Types

Email worms, Instant Messaging worms, Internet worm s, IRC worms, File-
sharing Networks worms

Automatic signature generation possible
EarlyBird System (S. Singh -UCSD); Autograph (H. Ah  -Kim - CMU)




Email Worm Detection using Data Mining

Task:
given some training instances of both We used:
“normal” and “viral” emails, Naive Bayes
induce a hypothesis to detect “viral” emails. SVM
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Assumptions

Features are based on outgoing emails.
Different users have different “normal” behaviour.
Analysis should be per-user basis.

Two groups of features

- Per email (#of attachments, HTML in body,
text/binary attachments)

Per window (mean words in body, variable words
In subject)

Total of 24 features identified

Goal: Identify “normal” and “viral” emails based on
these features




Feature sets

- Per emall features
= Binary valued Features
Presence of HTML,; script tags/attributes; embedded
Images; hyperlinks;
Presence of binary, text attachments; MIME types of file
attachments
= Continuous-valued Features
Number of attachments; Number of words/characters i
the subject and body

- Per window features

= Number of emails sent; Number of unique email recip lents;
Number of unigue sender addresses; Average numbero  f
words/characters per subject, body; average word length:;
Variance in number of words/characters per subject, body;

Variance in word length
= Ratio of emails with attachments




Data Mining Approach
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Data set

0 Collected from UC Berkeley.
- Contains instances for both normal and viral emails

Six worm types:
- bagle.f, bubbleboy, mydoom.m,
- mydoom.u, netsky.d, sobig.f
Originally Six sets of data:
- training instances: normal (400) + five worms (5x20 0)

- testing instances: normal (1200) + the sixth worm ( 200)
Problem: Not balanced, no cross validation reported
Solution: re-arrange the data and apply cross-valid ation




Our Implementation and Analysis

0 Implementation

- Naive Bayes: Assume “Normal” distribution of numeric and real
data; smoothing applied

- SVM: with the parameter settings: one-class SVM with the radial basis

function using “gamma” = 0.015 and “nu” = 0.1.

0 Analysis
NB alone performs better than other techniques

SVM alone also performs better if parameters are se  t correctly

mydoom.m and VBS.Bubbleboy data set are not suffient (very low detection
accuracy in all classifiers)

The feature-based approach seems to be useful only when we have

identified the relevant features
gathered enough training data
Implement classifiers with best parameter settings




Other Applications of Data Mining in Security

Insider Threat Analysis — both network/host and phys ical
Fraud Detection

Protecting children from inappropriate content on t he Internet
Digital Identity Management

Detecting identity theft

Biometrics identification and verification

Digital Forensics

Source Code Analysis

National Security / Counter-terrorism

0
0
0
0
0
0
0
0
0
0

Surveillance




Data Mining for Counter-terrorism

Data Mining for

Counter-
terrorism

Data Mining for

Non real-time
Threats:

Gather data,

build terrorist profiles
Mine data,

prune results

Data Mining for
Real-time
Threats:
Gather data in real-timg¢
build real-time models,
Mine data,

Report results




Data Mining Needs for Counterterrorism:
Non-real-time Data Mining

0 Gather data from multiple sources
- Information on terrorist attacks: who, what, where, when, how

- Personal and business data: place of birth, ethnic origin,
religion, education, work history, finances, crimin al record,
relatives, friends and associates, travel history,

- Unstructured data: newspaper articles, video clips, speeches,
emails, phone records, . ..

0 Integrate the data, build warehouses and federation s
0 Develop profiles of terrorists, activities/threats

0 Mine the data to extract patterns of potential terr  orists and predict
future activities and targets

0 Find the “needle in the haystack” - suspicious needles ?
0 Data integrity is important
0 Techniques have to SCALE




Data Mining for Non Real-time Threats
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Data Mining Needs for Counterterrorism:
Real-time Data Mining

0 Nature of data
- Data arriving from sensors and other devices
= Continuous data streams
- Breaking news, video releases, satellite images
- Some critical data may also reside in caches

0 Rapidly sift through the data and discard unwanted data for later use
and analysis (non-real-time data mining)

0 Data mining techniques need to meet timing constrai nts

0 Quality of service (QoS) tradeoffs among timeliness , precision and
accuracy

0 Presentation of results, visualization, real-time al erts and triggers




Data Mining for Real-time Threats
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Data Mining Outcomes and Techniques for
Counter-terrorism

Data Mining
Outcomes an
Techniques

Classification:
__ Build profiles of
Association: Terrorist and

John and Jamegs classify terrorist
often seen

together after gn
attack

Clustering:
Link Analysis: Divide population; People frgm
Follow chain ' country X of a certain religion;
from Ato B people from Country Y

toCtoD v Interested in airplanes

Anomaly Detection
John registers at
flight school,

but des not care
about takeoff or
landing




Data Mining for Survelllance
Problems Addressed

0 Huge amounts of
surveillance and video data
available in the security
domain

0 Analysis is being done off-
line usually using “Human
Eyes”

0 Need for tools to aid human
analyst ( pointing out areas
In video where unusual
activity occurs)




Our Approach

0 Event Representation
- Estimate distribution of pixel intensity change
0 Event Comparison

- Contrast the event representation of different vide 0
sequences to determine if they contain similar sema ntic
event content.

0 Event Detection

- Using manually labeled training video sequences to
classify unlabeled video sequences




Data Mining as a Threat to Privacy

Data mining gives us “facts” that are not obvious to human analysts
of the data

Can general trends across individuals be determined without
revealing information about individuals?

Possible threats:
- Combine collections of data and infer information t hat is private
= Disease information from prescription data
= Military Action from Pizza delivery to pentagon

Need to protect the associations and correlations b etween the data
that are sensitive or private




Some Privacy Problems and Potential Solutions

0 Problem: Privacy violations that result due to data mining
- Potential solution: Privacy-preserving data mining
0 Problem: Privacy violations that result due to the Inference problem

- Inference is the process of deducing sensitive info rmation from
the legitimate responses received to user queries

- Potential solution: Privacy Constraint Processing

0 Problem: Privacy violations due to un-encrypted dat a
- Potential solution: Encryption at different levels

0 Problem: Privacy violation due to poor system desig n

- Potential solution: Develop methodology for designi ng privacy-
enhanced systems




Privacy Preserving Data Mining

0 Prevent useful results from mining
- Introduce “cover stories” to give “false” results

- Only make a sample of data available so that an adv  ersary
IS unable to come up with useful rules and predicti ve

functions
0 Randomization

- Introduce random values into the data and/or result

- Challenge is to introduce random values without
significantly affecting the data mining results

- Give range of values for results instead of exactv  alues

0 Secure Multi-party Computation

- Each party knows its own inputs; encryption techniq ues
used to compute final results




Privacy Constraints/Policies

Simple Constraints - an attribute of a document is private

Content-based constraints: If document contains inf ormation about
medical records, then it is private

Association-based Constraints: Two or more document s together is
private; individually they are public

Dynamic constraints: After some event, the document IS private or
becomes public

Several challenges: Specification and consistency o f constraints is a
Challenge; How do you take into consideration exter nal knowledge?
Managing history information




Architecture for
Privacy Constraint Processing
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Privacy Preserving Surveillance

\ Raw video surveillance data

Face Detection and
Face
Derecognizing
system

Faces of trusted people

derecognized to
preserve privacy

Suspicious Event
Detection System

Suspicious people
ound

Suspicious events

Comprehensive
found

Manual Inspection
of video data

security report
listing suspicious
events and people
detected

Report of security personnel




Data Mining and Privacy: Friends or Foes?

0 They are neither friends nor foes
0 Need advances in both data mining and privacy
0 Data mining is a tool to be used by analysis and de  cision makers

- Due to also positives and false negatives, need hum  an in the
loop

0 Need to design flexible systems
- Data mining has numerous applications including in security

- For some applications one may have to focus entirel y on “pure”
data mining while for some others there may be ane  ed for
“privacy-preserving” data mining

- Need flexible data mining technigues that can adapt to the
changing environments

0 Technologists, legal specialists, social scientists , policy makers and
privacy advocates MUST work together




